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1 Introduction

1.1 Overview

As the Certification Practice Statement (CPS) of the Internet Security Research Group (ISRG), this document
states the practices that ISRG and its PKI participants employ in providing certification services. Such services
include, but are not limited to, issuing, managing, validating, revoking, and renewing Certificates in accordance
with the requirements of the ISRG Certificate Policy (CP).

The CP is the governing document with respect to the ISRG PKI and its Certificate offerings, and as such it
establishes the legal, technical, and business requirements surrounding the Certificate life cycle — the
Certificate-related activities mentioned above, and associated trust services. The CP requirements apply to all
ISRG PKI participants.

This CPS, therefore, describes how the CP requirements are met by the ISRG PKI — specifically, how the
Certificate life cycle events are managed, and how the core PKI infrastructure is kept secure.

This CPS conforms to the Internet Engineering Task Force (IETF) RFC 3647 for CP and CPS document
organization. In addition, the practices described in this CPS comply with the CA/Browser Forum (CAB
Forum) Baseline Requirements, version 1.1.9, in effect at the time of publication of this document, as published
at https://cabforum.org. This CPS and the CP it conforms to are published and are publicly available online at
https://letsencrypt.org/repository/.

1.2 Identification

1.2.1 Alphanumeric Identifier

The alphanumeric identifier (i.e., the title) for this CPS is the "ISRG Certificate Practices Statement,
October 18 2016" or “isrg-cps-v2016 10 18”.

1.2.2 Object Identifier

The following certificate types and OIDs will be recognized for use within the PKI established by the
Policy for this CPS. The certificate types listed below vary depending upon the identity of the Subscriber
(electronic device or individual). Certificates issued under the CP and this CPS will contain the OID listed
below in the Certificate Policies field of the Certificate:

e DV-SSL Certificate (ISRG OWNED POLICY OID) and (2.23.140.1.2.1) — issued to machines of
Subscribers that demonstrate control of a domain in accordance with Section 3.2.4.

e Administrative Certificates — used solely for the management and operation of the PKI, including:
e  Administrators
*  Others as needed

e  Other Types — as allowed by the CP and this CPS and upon approval of the PMA.

The Certificate profiles for these Certificates may be found in Section 7.

1.3 PKI Participants

1.3.1 Certification Authority (CA)

The CA is responsible for the creation, maintenance, and enforcement of this CP.
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1.3.2

The CA is responsible for all aspects of the creation, issuance, validation, revocation, and management of
Certificates including: (i) the application and enrollment process; (ii) the identification and authentication
process; (iii) the actual Certificate manufacturing process; (iv) publication of the Certificate; (v) revocation
of the Certificate; (vi) renewal of the Certificate; and (vii) ensuring that all aspects of the CA services and
CA operations and infrastructure related to Certificates issued under this Policy are performed in
accordance with the requirements, representations, and warranties of this Policy.

The CA operates a Policy Management Authority (PMA) that reviews and approves this Policy, any
applicable CPS, and revisions to this Policy and each such CPS.

The CA may delegate some or all of these duties to other organizations.

CAs (CAs who have cross-certified or are otherwise authorized to issue Certificates by the PMA) may
enter into arrangements to provide notification of certificate issuance and revocation to each other and to
share other information relevant to the operation of the PKI established by this Policy. The CA must make
an OCSP Responder available to end entities in accordance with Section 4.10. The CA must notify a
Subscriber when a Certificate bearing that Subscriber’s DN is issued or revoked.

The CA will revoke the Certificate for any of the reasons specified in the CA/B Forum Baseline
Requirements.

The CA issues Certificates to Applicants, who may be individuals or organizations.

The CA will issue DV-SSL Certificates to machines of Applicants who demonstrate control of a Fully
Qualified Domain Name (FQDN). A DV-SSL Certificate issued to a Subscriber must contain one or more
policy identifier(s), defined by the CA, in the Certificate’s certificatePolicies extension that indicates
adherence to and compliance with the CAB/F Baseline Requirements. The issuing CA shall document in
its Certification Practice Statement that the DV-SSL Certificates it issues containing the specified policy
identifier(s) are managed in accordance with these CAB/F Baseline Requirements. The CA shall not
include a Domain Name in a Subject attribute except as specified in Sections 9.2.1 and 9.2.2 of the CAB/F
Baseline Requirements.

The CA will issue Administrative Certificates to itself including self-signed subordinate CA Certificates,
and other device Certificates such as OCSP responder Certificates.

In addition, the CA will issue Administrative Certificates to individuals who are employed by or otherwise
affiliated with the CA for the purpose of administering the CA infrastructure.

The CA will require, as part of the Subscriber Agreement or Terms of Use Agreement, that the Applicant
make the commitments and warranties set forth among Section 1.3.4 and Section 9.6.3 of this Policy, for
the benefit of the CA and the Certificate Beneficiaries.

The CA will enter a Relying Party Agreement with each Relying Party. The CA will ensure that all
Relying Party Agreements incorporate by reference the provisions of this Policy regarding the CA’s and the
Relying Party’s rights and obligations.

The CA will ensure that its agreements with other PKI Participants incorporate by reference the provisions
of this Policy, or provide the respective contracting parties the protections established by this policy.

Policy Management Authority (PMA)

The PMA for the CP and this CPS is determined by the management of ISRG. This PMA will administer
the policy decisions regarding the CP and the CPS in the manner provided in the document entitled “Policy
Management Authority” and adopted by the management of ISRG on July 14, 2015.
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1.3.3

1.3.4

The PMA shall develop, implement, enforce, and annually update a Certificate Policy and/or Certification
Practice Statement that describe in detail how the CA implements the CA/B Forum Baseline Requirements,
currently version 1.3.3, and maintains compliance with IdenTrust TrustID Certificate Policy.

Registration Authorities (RAs)

The CA shall be ultimately responsible for all Certificates it issues. However, under the Policy, the CA may
subcontract registration and Identification and Authentication (I&A) functions to an organization that
agrees to fulfill the functions of an RA in accordance with the terms of the Policy, and that will accept DV-
SSL Certificate applications and collect and verify Applicant identity information to be entered into a
Certificate. RA functions may also be carried out by a combination of human and/or intelligent
computational automated processes. An RA operating under this Policy is responsible only for those duties
assigned to it by the CA pursuant to an agreement with the CA or as specified in this Policy.

ISRG serves as its own RA.

Applicants/Subscribers

In addition to other responsibilities of Applicant/Subscriber set forth in the Policy, Applicant/Subscriber
has the responsibilities set forth below.

1. Provide complete and accurate responses to all requests for information made by the CA (or an RA)
during Applicant registration, Certificate application, and I&A processes; and upon issuance of a
Certificate naming the Applicant as the Subscriber, review the Certificate to ensure that all Subscriber
information included in it is accurate, and to Accept or reject the Certificate in accordance with Section
4.4.

2. Ifthe CA and Subscriber are not Affiliated, the Subscriber and the CA are parties to a legally valid and
enforceable Certificate Agreement that satisfies these Requirements, or, if the CA and Subscriber are
Affiliated, the Applicant Representative acknowledged and accepted the Terms of Use.

3. Generate a Key Pair using a Trustworthy System, and take reasonable precautions to prevent any
compromise, modification, loss, disclosure, or unauthorized use of the Private Key.

4. Use the Certificate and the corresponding Private Key exclusively for purposes authorized by the
Policy and only in a manner consistent with the Policy, including but not limited, in the case of Code
Signing certificates, to not using the Private Key to digitally sign hostile code, including spyware or
other malicious software (malware) downloaded without user consent.

5. Instruct the CA (or an RA) to revoke the Certificate promptly upon any actual or suspected loss,
disclosure, or other compromise of the Private Key.

A Subscriber who is found to have acted in a manner counter to these obligations will have his, her, or its
Certificate revoked, and will forfeit all claims he, she, or it may have against PKI Service Providers.

Except to the extent otherwise specified in the Policy, a Subscriber’s obligations will be governed by the
Terms of Use or the Certificate Agreement between the Subscriber and the CA.

The Subscriber Agreement or Terms of Use Agreement must contain provisions imposing on the Applicant
itself (or made by the Applicant on behalf of its principal or agent under a subcontractor or hosting service
relationship) the obligations and warranties set forth below.

1. Accuracy of Information. An obligation and warranty to provide accurate and complete information at
all times to the CA, both in the certificate request and as otherwise requested by the CA in connection
with the issuance of the Certificate(s) to be supplied by the CA.

2. Protection of Private Key. An obligation and warranty by the Applicant to take all reasonable
measures to maintain sole control of, keep confidential, and properly protect at all times the Private
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1.3.5

1.3.6

1.3.6.1

Key that corresponds to the Public Key to be included in the requested Certificate(s) (and any
associated activation data or device, e.g. password or token).

Acceptance of Certificate. An obligation and warranty that the Subscriber will review and verify the
Certificate contents for accuracy.

Use of Certificate. An obligation and warranty to install the Certificate only on servers that are
accessible at the subjectAltName(s) listed in the Certificate, and to use the Certificate solely in
compliance with all applicable laws and solely in accordance with the Subscriber or Terms of Use
Agreement.

Reporting and Revocation: An obligation and warranty to: (a) promptly request revocation of the
Certificate, and cease using it and its associated Private Key, if there is any actual or suspected misuse
or compromise of the Subscriber’s Private Key associated with the Public Key included in the
Certificate; and (b) promptly request revocation of the Certificate, and cease using it, if any
information in the Certificate is or becomes incorrect or inaccurate.

Termination of Use of Certificate. An obligation and warranty to promptly cease all use of the Private
Key corresponding to the Public Key included in the Certificate upon revocation of that Certificate for
reasons of Key Compromise.

Responsiveness. An obligation to respond to the CA’s instructions concerning Key Compromise or
Certificate misuse within a specified time period.

Acknowledgment and Acceptance. An acknowledgment and acceptance that the CA is entitled to
revoke the certificate immediately if the Applicant were to violate the terms of the Subscriber or Terms
of Use Agreement or if the CA discovers that the Certificate is being used to enable criminal activities
such as phishing attacks, fraud, or the distribution of malware.

Relying Parties

Relying Parties are entities (individuals or organizations) that act in reliance upon a Certificate issued by
the CA. In order to receive benefit from the Policy, Relying Parties must comply with applicable terms and
conditions of the Policy and associated Certification Practices Statement including, but not limited to,
checking the validity of the Certificate through an appropriate OCSP or other reliable response mechanism.

Prior to relying on or using a Certificate issued under the Policy, a Relying Party is obligated to:

113

Ensure that the Certificate and intended use are appropriate under the provisions of the Policy;
Use the Certificate only in accordance with the certification path validation procedure specified in
X.509 and PKIX; and

Check the status of the Certificate by the OSCP Responder, as applicable, in accordance with the
requirements stated in Section 4.10.

For digital signatures created during the Operational Period of a Certificate, a Relying Party has a
right to rely on the Certificate only under circumstances constituting Reasonable Reliance as
defined in Section 1.6 of the Policy.

If a Relying Party relies on a Certificate that was expired or that the Relying Party knew or should
have known was revoked at the time of reliance (e.g., a decision to rely on a revoked Certificate
based on the reasons for revocation, information from other sources, or specific business
considerations pertaining to the Relying Party), the Relying Party does so at its own risk and, in so
relying, waives any warranties that any PKI Service Provider may have provided.

In no event shall a Relying Party Agreement waive or otherwise lessen the obligations of a Relying Party
set forth in the Policy. Except to the extent otherwise specified in the Policy, a Relying Party’s obligations
will be governed by the Relying Party Agreement between the Relying Party and the CA.

Other Participants

Certificate Manufacturing Authority (CMA)

A CMA is responsible for the functions of manufacturing, issuing, revoking, and renewing Certificates.
CMAs, if used, are obligated to adhere to the practices in this CPS and to the policies set forth in the CP.
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1.3.6.2

1.4

1.4.1

1.4.2

The CA is ultimately responsible for the manufacture of all ISRG Certificates. However, it may subcontract
manufacturing functions to third-party CMAs who agree to be bound by this CPS and the CP.

Repository
The CA will perform the role and functions that require the use of a Repository. The CA may subcontract
performance of the Repository functions to a third party organization, which will be bound by the Policy,
but the CA remains responsible for the performance of those services in accordance with the Policy.

A Repository is responsible for maintaining a secure system for storing and retrieving Certificates, a
current copy, or a link to a current copy, of the Policy, and other information relevant to Certificates, and
for providing information regarding the status of Certificates as valid or invalid that can be determined by a
Relying Party.

The CA maintains a 24 x 7 publicly-accessible Repository with current information regarding the status
(valid or revoked) of all unexpired Certificates.

Certificate Usage

Allowed Certificate Uses

DV-SSL certificates issued in compliance with the Policy can be used only to establish secure online
communication hosts (as identified by the FQDN provided in the certificate) and clients using SSL/TLS
protocols.
Applications for which Administrative Certificates are suitable include, but are not limited to, applications
that:

e  Generation of other Certificates such as DV-SSL, Intermediate CA and device; and

e  Administration of software and hardware components within the CA.

Prohibited Certificate Uses

DV-SSL Certificates may not be used for:
1. Any purpose not explicitly defined in Section 1.4.1 of this Policy
2. Any application requiring fail-safe performance such as:
a. The operation of nuclear power facilities
b. Air traffic control systems
c. Aircraft navigation systems
d. Weapons control systems
e. Any other system whose failure could lead to injury, death, or environmental damage
Transactions in which applicable law prohibits the use of digital signatures for such transactions
Transactions that are otherwise prohibited by law
5. Software or hardware architectures that provide facilities for interference with encrypted
communications, including but not limited to:
a. Active eavesdropping (e.g., Man-in-the-middle [MitM] attacks)
b. Traffic management of domain names or internet protocol (IP) addresses that the
organization does not own or control

W

(Note: these restrictions shall apply regardless of whether a relying party communicating through the
software or hardware architecture has knowledge of its providing facilities for interference with encrypted
communications.)

Administrative Certificates may not be used for any purpose other than administering the operation of the
CA, RA, CMA, CSA, and Repository infrastructures and related activities.
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1.4.3

1.5

1.5.1

1.5.2

1.5.3

1.5.4

1.6

1.6.1

Cross-Certification

The PMA approves cross-certification between the CA and other Certification Authorities, and must inform
Subscribers of the uses allowed within the cross-certified PKI. Any cross-certification to external
organizations will only be done after approval by the PMA or its designee.

The CA will disclose all Cross Certificates that identify the CA as the Subject, provided that the CA
arranged for or accepted the establishment of the trust relationship (i.e. the Cross Certificate at issue). If the
CA is cross-certifying with another external party, it will not be authorized or allowed to issue that entity a
Subordinate Certificate unless it is compliant with the CA/B Forum Baseline Requirements and conforms
to the CP of the cross-certifying entity and the requirements therein.

Policy Administration

Organization Administering this CPS
This CPS is owned and administered by ISRG, and is administered by the ISRG PMA.

Contact Person

Questions regarding this CPS or the procedures described within it should be directed to:
Policy Management Authority
Internet Security Research Group
331 E Evelyn Ave
Mountain View, CA 94041

Person Determining CPS Suitability for the Certificate Policy
The PMA will determine the suitability of this CPS to the Certificate Policy.

CPS Approval Procedure

The PMA will examine this proposed CPS for compliance with the CP, and may, at its discretion, consult
with subject matter experts in relation to the suitability of CPS provisions. The PMA will approve or reject
this CPS using procedures outlined in its charter.

Definitions and Acronyms

Definitions

Accept or Acceptance: An act that triggers rights and obligations of an Applicant with respect to the
Certificate being applied for under the applicable Certificate Agreement or Relying Party Agreement.
Indications of Acceptance may include (i) using the Certificate (after issuance); (ii) failing to notify the CA
of any problems with the Certificate within a reasonable time after receiving it, or (iii) other manifestations
of assent. “Accepted” shall have a corollary meaning.

Affiliate: A corporation, partnership, joint venture or other entity controlling, controlled by, or under
common control with another entity, or an agency, department, political subdivision, or any entity
operating under the direct control of a Government Entity. “Affiliated” shall have a corollary meaning.

Applicant: The natural person or Legal Entity that applies for (or seeks renewal of) a Certificate. Once the
Certificate issues and is Accepted by the Applicant, the Applicant is referred to as the Subscriber. For
Certificates issued to devices, the Applicant is the entity that controls or operates the device named in the
Certificate, even if the device is sending the actual certificate request.
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Applicant Representative: A natural person or human sponsor who is either the Applicant, employed by
the Applicant, or an authorized agent who has express authority to represent the Applicant who (i) who
signs and submits, or approves a certificate request on behalf of the Applicant, and/or (ii) who signs and
submits a Certificate Agreement on behalf of the Applicant, and/or (iii) acknowledges and agrees to the
Terms of Use applicable to the Certificate on behalf of the Applicant when the Applicant is an Affiliate of
the CA.

Application Software Supplier: A supplier of internet browser software or other relying-party application
software that displays or uses Certificates and incorporates Root Certificates.

CA Certificate: A Certificate at the beginning of a certification chain within the CA’s PKI hierarchy of the
CA. The CA Certificate contains the Public Key that corresponds to the CA Private Signing Key that the
CA uses to create or manage Certificates. CA Certificates and their corresponding Public Keys may be
embedded in software or obtained or downloaded by the affirmative act of a Relying Party in order to
establish a certification chain. Based upon the Certificate’s use, a CA Certificate may be a Root CA
Certificate or a Subordinate CA Certificate.

CA Private Signing Key: The Private Key that corresponds to the CA’s Public Key listed in its CA
Certificate and used to sign other Certificates such as subordinate CA certificates. The CA Private Signing
Key is not used to sign Subscriber Certificates.

CA Private Root Key: The Private Key used to sign CA Certificates.

Certificate: An electronic document that uses a digital signature to bind a Public Key to an identity. Within
this CPS, specifically a Certificate issued under the Root Certificate.

Certificate Agreement: The contract between a Subscriber and the CA and/or RA that details the
procedures, rights, responsibilities, and obligations of each party with respect to a Certificate issued to the
Subscriber.

Certificate Data: Certificate requests and data related thereto (whether obtained from the Applicant or
otherwise) in the CA’s possession or control or to which the CA has access.

Certificate Management Process: Processes, practices, and procedures associated with the use of keys,
software, and hardware, by which the CA verifies Certificate Data, issues Certificates, maintains a
Repository, and revokes Certificates.

Certificate Manufacturing Authority (CMA): An organization that manufactures or creates Certificates.

Certificate Policy: A named set of rules that indicates the applicability of Certificates to particular
communities and classes of applications and specifies the Identification and Authentication processes
performed prior to Certificate issuance, the Certificate Profile and other allowed uses of Certificates; see
also Policy.

Certificate Problem Report: Complaint of suspected Key Compromise, Certificate misuse, or other types
of fraud, compromise, misuse, or inappropriate conduct related to Certificates.

Certificate Profile: The protocol used in Section 7 of this CPS to establish the allowed format and contents
of data fields within DV-SSL and Administrative Certificates issued under the CP and this CPS, which
identify the CA, the Subscriber, the Validity Period of the Certificate, and other information that identifies
the Subscriber.

Certificate Revocation List (CRL): A regularly updated time-stamped list of revoked Certificates that is
created and digitally signed by the CA that issued the Certificates.
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Certificate Status Authority (CSA): An organization that uses data in a Repository to provide certificate
revocation status and/or complete certificate path validation (including revocation checking) to the Relying
Parties through Online Certificate Status Protocol or Certificate Revocations List capabilities.

Certification Authority: An organization that is responsible for the creation, issuance, revocation, and
management of Certificates. The term applies equally to both Root CAs and Subordinate CAs. Also known
as a Certificate Authority.

Certification Practice Statement: One of several documents forming the governance framework in which
Certificates are created, issued, managed, and used.

Country: Either a member of the United Nations OR a geographic region recognized as a sovereign nation
by at least two UN member nations.

Cross Certificate: A certificate that is used to establish a trust relationship between two Root CAs.

Cryptomodule: Secure software, device or utility that: (i) generates Key Pairs, (ii) stores cryptographic
information, and/or (iii) performs cryptographic functions.

Delegated Third Party: A natural person or Legal Entity that is not the CA but is authorized by the CA to
assist in the Certificate Management Process by performing or fulfilling one or more of the CA
requirements found herein.

Distinguished Name (DN): The unique identifier for a Subscriber so that he, she or it can be located in a
directory (e.g., the DN might contain the following attributes: (i) common name (cn); (ii) e-mail address
(mail); (iii) organization name (0); (iv) organizational unit (ou); (v) locality (1); (vi) state (st); and (vii)
country (c)).

Domain Authorization Document: Documentation provided by, or a CA’s documentation of a
communication with, a Domain Name Registrar, the Domain Name Registrant, or the person or entity listed
in WHOIS as the Domain Name Registrant (including any private, anonymous, or proxy registration
service) attesting to the authority of an Applicant to request a Certificate for a specific Domain Namespace.

Domain Name: The label assigned to a node in the Domain Name System.

Domain Namespace: The set of all possible Domain Names that are subordinate to a single node in the
Domain Name System.

Domain Name Registrant: Sometimes referred to as the “owner” of a Domain Name, but more properly
the person(s) or entity(ies) registered with a Domain Name Registrar as having the right to control how a
Domain Name is used, such as the natural person or Legal Entity that is listed as the “Registrant” by
WHOIS or the Domain Name Registrar.

Domain Name Registrar: A person or entity that registers Domain Names under the auspices of or by
agreement with: (i) the Internet Corporation for Assigned Names and Numbers (ICANN)), (ii) a national
Domain Name authority/registry, or (iii) a Network Information Center (including their affiliates,
contractors, delegates, successors, or assigns).

Domain Validation: The process of validating a Domain through demonstrated control by the Applicant or
Subscriber. The validation is achieved through a response to a request from a client, e-mail, or records
indicating ownership of the Domain (i.e., WHOis) by the Applicant or Subscriber. Once this completed
through either manual or automated processes, the Domain is validated.

Expiry Date/Expiration Date: The “Not After” date in a Certificate that defines the end of a Certificate’s
validity period.
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Fully-Qualified Domain Name: A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

High-Risk Certificate Request: A Request that the CA flags for additional scrutiny by reference to
internal criteria and databases maintained by the CA, which may include names at higher risk for phishing
or other fraudulent usage, names contained in previously rejected certificate requests or revoked
Certificates, names listed on the Miller Smiles phishing list or the Google Safe Browsing list, or names that
the CA identifies using its own risk-mitigation criteria.

High-Security Zone: An area to which access is controlled through an entry point and limited to
authorized, appropriately screened personnel and properly escorted visitors, accessible only from Security
Zones, separated from Security Zones and Operations Zones by a perimeter. High-Security Zones are
monitored 24 hours a day and 7 days a week by security staff, other personnel and electronic means.

Identification and Authentication: The process of validating the identity of an Applicant and confirming
the Applicant’s control over a domain (for DV-SSL Certificates), or confirming the Applicant’s position
within an organization (for Administrative Certificates).

Internal Name: A string of characters (not an IP address) in a Common Name or Subject Alternative
Name field of a Certificate that cannot be verified as globally unique within the public DNS at the time of
certificate issuance because it does not end with a Top Level Domain registered in IANA’s Root Zone
Database.

ISRG Certificate: A Certificate issued pursuant to the Certificate Policy and this CPS.

Issue Certificates/Issuance: The act performed by a CA in creating a Certificate, listing itself as “Issuer”
of that Certificate, and notifying the Applicant of the contents of the Certificate and that the Certificate is
ready and available for Acceptance.

Issuer: The CA that creates a Certificate and makes it available for Acceptance by the Applicant.

Key Compromise: A Private Key is said to be compromised if its value has been disclosed to an
unauthorized person, an unauthorized person has had access to it, or there exists a practical technique by
which an unauthorized person may discover its value. A Private Key is also considered compromised if
methods have been developed that can easily calculate it based on the Public Key (such as a Debian weak
key, see http://wiki.debian.org/SSLkeys) or if there is clear evidence that the specific method used to
generate the Private Key was flawed.

Key Generation: The process of creating a Key Pair.
Key Pair: The Private Key and its associated Public Key.

Legal Entity: An association, corporation, partnership, proprietorship, trust, government entity or other
entity with legal standing in a country’s legal system.

Man-in-the-Middle Attack (MitM): An attack on an authentication protocol in which the attacker
positions himself or herself in between the claimant and verifier so that he or she can intercept and alter
data traveling between them.

Object Identifier (OID): A unique alphanumeric or numeric identifier registered under the International
Organization for Standardization’s applicable standard for a specific object or object class.

OCSP Responder: An online server operated under the authority of the CA and connected to its
Repository for processing Certificate status requests. See also, Online Certificate Status Protocol.

Online Certificate Status Protocol: An online Certificate-checking protocol that enables relying-party
application software to determine the status of an identified Certificate. See also OCSP Responder.
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Operational Period: A Certificate’s actual term of validity, beginning with the start of the Validity Period
and ending on the earlier of (i) the end of the Validity Period disclosed in the Certificate, or (ii) the
revocation of the Certificate.

Operations Zone: An area where access is limited to personnel who work there and to properly escorted
visitors. Operations Zones should be monitored at least periodically and should preferably be accessible
only from a Reception Zone.

PKI Service Providers: The PMA, CAs, RAs, CMAs, and Repositories participating in the PKI defined by
the CP and this CPS.

Policy: The ISRG Certificate Policy that this CPS supports; also known herein as the “CP.”

Policy Management Authority (PMA): A group within a CA that is responsible for setting,
implementing, and administering policy decisions regarding the CA, including but not limited to those
related to its Certificate Policy and Certification Practices Statement.

Private Key: The key of a Key Pair that is kept secret by the holder of the Key Pair, and that is used to
create digital signatures and/or to decrypt electronic records or files that were encrypted with the
corresponding Public Key.

Public Key: The key of a Key Pair publicly disclosed by the holder of the corresponding Private Key and
used by the recipient to validate digital signatures created with the corresponding Private Key and/or to
encrypt messages or files to be decrypted with the corresponding Private Key.

Public Key Infrastructure (PKI): A set of hardware, software, people, organizations, procedures, rules,
policies, and obligations used to facilitate the trustworthy creation, issuance, management, and use of
Certificates and keys based on Public Key cryptography.

Publicly-Trusted Certificate: A Certificate that is trusted by virtue of the fact that its corresponding Root
Certificate is distributed as a trust anchor in widely-available application software.

Qualified Auditor: A natural person or Legal Entity that meets the requirements of Section 17.6 (Auditor
Qualifications) in the CA/B Forum Baseline Requirements.

Reasonable Reliance: For purposes of the CP and this CPS, a Relying Party’s decision to rely on an DV-
SSL Certificate will be considered Reasonable Reliance if he, she or it:

e Verified that the digital signature in question (if any) was created by the Private Key
corresponding to the Public Key in the Certificate during the time that the Certificate was valid,
and that the communication signed with the digital signature had not been altered;

e Verified that the Certificate in question was valid at the time of the Relying Party’s reliance, by
conducting a status check of the Certificate’s then-current validity as required by the CA; and

e  Used the Certificate for purposes appropriate under the CP and this CPS and under circumstances
where reliance would be reasonable and in good faith in light of all the circumstances that were
known or should have been known to the Relying Party prior to reliance. A Relying Party bears all
risk of relying on a Certificate while knowing or having reason to know of any facts that would
cause a person of ordinary business prudence to refrain from relying on the Certificate.

Reception Zone: A zone that is accessible by the public and from which access may be gained to higher
security zones with appropriate security controls.

Registered Domain Name: A Domain Name that has been registered with a Domain Name Registrar.
Registration Authority (RA): Any Legal Entity that is responsible for identification and authentication of

subjects of Certificates, but is not a CA, and hence does not sign or issue Certificates. An RA may assist in
the certificate application process or revocation process or both. When “RA” is used as an adjective to
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describe a role or function, it does not necessarily imply a separate body, but can be part of the CA. In this
CPS, ISRG acts as its own RA and is responsible for all RA-designated activities.

Reliable Data Source: An identification document or source of data used to verify Subject Identity
Information that is generally recognized among commercial enterprises and governments as reliable, and
which was created by a third party for a purpose other than the Applicant obtaining a Certificate.

Reliable Method of Communication: A method of communication, such as a postal/courier delivery
address, telephone number, or email address, that was verified using a source other than the Applicant
Representative.

Relying Party: Any natural person or Legal Entity that relies on a Valid Certificate. An Application
Software Supplier is not considered a Relying Party when software distributed by such Supplier merely
displays information relating to a Certificate.

Relying Party Agreement: An agreement between CA and a Relying Party setting forth the terms and
conditions governing reliance or other permitted use by the Relying Party on an ISRG Certificate, which
such agreement details the procedures, rights, responsibilities, and obligations of each of CA and Relying
Party.

Repository: An online database containing publicly-disclosed PKI governance documents (such as
Certificate Policies and Certification Practice Statements) and Certificate status information, either in the
form of a CRL or an OCSP response.

Reserved IP Address: An IPv4 or IPv6 address that the IANA has marked as reserved, as shown in the
following references:

http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xml
http://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xml

Restricted Zones: Any one of (i) an Operations Zone; (ii) a Security Zone; and (iii) a High Security Zone.

Revocation: The act of making a Certificate permanently ineffective from a specified time forward.
Revocation is effected by notation or inclusion in a set of revoked Certificates or other directory or
database of revoked Certificates (e.g., inclusion in a CRL).

Root Certification Authority: The top level Certification Authority whose Root Certificate is distributed
by Application Software Suppliers and that issues Subordinate CA Certificates.

Root Certificate: The self-signed Certificate issued by the Root CA to identify itself and to facilitate
verification of Certificates issued to its Subordinate CAs.

Security Zone: An area to which access is limited to authorized personnel and to authorized and properly
escorted visitors. Security Zones should preferably be accessible from an Operations Zone, and through a
specific entry point. A Security Zone need not be separated from an Operations Zone by a secure perimeter.
A Security Zone should be monitored 24 hours a day and 7 days a week by security staff, other personnel
or electronic means.

Split-Knowledge Technique: A security procedure where no single individual possesses the equipment,
knowledge or expertise to view, alter or otherwise have access to sensitive or confidential information in a
particular PKI.

Subject: The natural person, device, system, unit, or Legal Entity identified in a Certificate as the Subject.
The Subject is either the Subscriber or a device under the control and operation of the Subscriber.

Subject Identity Information: Information that identifies the Certificate Subject. Subject Identity
Information does not include a domain name listed in the subjectAltName extension or the Subject
commonName field.
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1.6.2

Subordinate CA Certificate: A Certificate that is signed by a Root CA and subsequently listed in the
Certificate chain. Subordinate CA Certificates and their corresponding Public Key may be embedded in
software or obtained or downloaded by the affirmative act of a Relying Party in order to establish a
certification chain within the PKI hierarchy.

Subordinate CA: A Certification Authority whose Certificate is signed by the Root CA, or another
Subordinate CA.

Subscriber: A natural person or Legal Entity to whom a Certificate is issued and who is legally bound by a
Certificate Agreement or Terms of Use Agreement. An Applicant becomes a Subscriber when the
Certificate is issued and accepted.

Technically Constrained Subordinate CA Certificate: A Subordinate CA certificate that uses a
combination of Extended Key Usage settings and Name Constraint settings contained within the Certificate
to limit the scope within which the Subordinate CA Certificate may issue Subscriber or additional
Subordinate CA Certificates.

Terms of Use: Provisions regarding the safekeeping and acceptable uses of a Certificate issued in
accordance with these Requirements.

Trusted Role: A role involving functions that may introduce security problems if not carried out properly,
whether accidentally or maliciously. The functions of Trusted Roles form the basis of trust for the entire
PKI. Such roles may include system administrators, CA administrators and CA operations personnel, help
desk personnel, security personnel, and security auditors. Specific Trusted Roles for the PKI are described
in this CPS.

Trustworthy System: Computer hardware, software, and procedures that are: reasonably secure from
intrusion and misuse; (ii) provide a reasonable level of availability, reliability, and correct operation; (iii)
are reasonably suited to performing their intended functions; and (iv) enforce the applicable security policy.
Unregistered Domain Name: A Domain Name that is not a Registered Domain Name.

Valid Certificate: A Certificate that passes the validation procedure specified in RFC 5280.

Validity Period: The period of time measured from the date when the Certificate is issued until the Expiry
Date.

Wildcard Certificate: A Certificate containing an asterisk (*) in the left-most position of any of the
Subject Fully-Qualified Domain Names contained in the Certificate.

Acronyms
ACME  Automated Certificate Management Environment
CA Certification Authority
CMA Certificate Manufacturing Authority
CPS Certification Practice Statement
CRL Certificate Revocation List
CSA Certificate Status Authority
DN Distinguished Name
DSA Digital Signature Algorithm
DV Domain Validated
1&A Identification and Authentication
ISO International Standards Organization
OID Object Identifier
PKI Public Key Infrastructure

PMA Policy Management Authority
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SSL
X.500

X.501

X.509

Registration Authority

Secure Sockets Layer

The ITU-T (International Telecommunication Union-T) standard that establishes a distributed,
hierarchical directory protocol organized by country, region, organization, etc.

The ITU-T (International Telecommunication Union-T) standard for use of Distinguished
Names in an X.500 directory.

The ITU-T (International Telecommunication Union-T) standard for Certificates. X.509,
version 3, refers to Certificates containing or capable of containing extensions.
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2.1

2.2

2.2.1

2.2.2

2.2.3

2.3

Publication and Repository Responsibilities

Repository Obligations

The CA operates and maintains a Repository in order to support its PKI operations and to provide
information concerning the status of all Certificates issued. The Repository consists of documents and
signed objects made available on https://letsencrypt.org/repository/.

The Repository contains records of all certificates, including those that have expired or have been revoked.
The CP and this CPS do not support certificate suspension for DV-SSL Certificates.

Publication of Certification Information

Publication of Certificates and Certificate Status
The Certificates contain pointers to locations where Certificate-related information is published.

Root CRLs are made available at a URI specified in each certificate issued by a Root.

Relying Parties may access the Repository 24x7x365 using the OCSP method, by which browsers or other
applications can query the system in real time to get a validation response. Responses will include but may
not be limited to “Valid,” “Revoked,” “Expired,” or “Unknown.” A response of “Unknown” indicates that
the query was incorrectly submitted to the CA Repository and the Certificate is not part of the ISRG PKI.

ISRG maintains a minimum of 99% availability overall per year, and scheduled down-time does not exceed
0.5% annually, excluding network outages.

Publication of CA Information

The following information is published and available publicly in the Repository:
e A copy of the CP;
e A copy of this CPS;
e  Other information related to the PKI

The internet address for accessing this information is https://letsencrypt.org/repository/

Interoperability

Only one interconnection between the CA system is authorized: between the CA internal networks and the
internet. The CA does not interoperate with any other computing system.

Frequency of Publication

All the information required by the CP to be published in the Repository, including Certificate information,
is published immediately after such information is available. Certificates are published immediately after
Acceptance by their respective Applicants (who are thereafter known as Subscribers). Information relating
to the status of a Certificate is published in accordance with the CP.

When changes to the CP are approved and implemented by the PMA, all needed changes in practices are
incorporated into this CPS and published upon approval by the PMA.
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2.4

Access Controls on Repositories

The CA imposes no access controls on:
e  The Certificate Policy;
e  The CA Certificate; or
e  Current versions of the CA’s CPS. The CA may impose access controls on Certificates and
Certificate status information, in accordance with provisions of the CP and this CPS.

The Repository contains publicly accessible information, and the CA and CSA does not restrict read-only
access to its contents. However, the CA has implemented logical and physical security measures to prevent
unauthorized persons from adding to, deleting, or modifying Repository information, including Certificate-
related information. Such controls ensure authentication of Applicants and Subscribers with respect to their
own personal registration information, Certificate(s) if any, and the status of such Certificate(s).
Application and registration information are managed separately from the publicly available Certificate
status Repository.
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3.1

3.1.1

3.1.2

Identification and Authentication

Naming

Types of Names

The subject name used for Certificates is the Subscriber’s authenticated common name. In the case of a
DV-SSL Certificate, this is the name of the authenticated Domain Name. In the case of an Administrative
Certificate, this is the legal name of the Subscriber. Each Subscriber is required to have a clearly
distinguishable and unique X.501 Distinguished Name (DN) in the Certificate subject name field in
accordance with PKIX Part 1. The DN is in the form of an X.501 printable string that is not blank. If the
CA determines that the combination of domain name and common name is identical to that of another
ISRG-issued Certificate, then the CA will ask the Applicant to select another common name.

Certificates contain non-null Distinguished Names (DNs). The names on Certificate may be present in
multiple fields including the Issuer DN, Subject DN and Subject Alternative Name.

A Certificate’s Issuer DN is the same Subject DN of the Certificate that issued it. This rule applies to all
Certificates except the Root CA Certificate whose Issuer DN and Subject DN are identical.

Root CA Certificate
The Issuer DN and Subject DN consist of the Common Name, Organization and Country.

Subordinate CA Certificate
The Issuer DN is the Subject DN from the Root CA Certificate.
The Subject DN consists of Common Name, Organization and Country.

DV-SSL Certificate

The Issuer DN is the Subject DN from the DV-SSL Subordinate CA Certificate.

The Subject DN consists of Common Name.

The Subject Alternative Name contains at least one DNSName entry for each Fully Qualified Domain
Name.

Administrative Certificate

The Issuer DN is the Subject DN from the Root CA or Subordinate CA Certificate that issued it.
The Subject DN consists of Common Name, Organization, Organization Unit and Country.

The Subject Alternative Name contains an rfc822Name entry for the Subscriber’s email.

OCSP Responder Certificate

The Issuer DN is the Subject DN from the Root CA or Subordinate CA Certificate that issued it.
The Subject DN consists of Common Name, Organizational and Country.

The Subject Alternative Name contains a DNSName with the DNS name of the OCSP Responder

Specific content for each name is specified in Section 7.1.4 of this CPS.

Need for Names To Be Meaningful

The contents of each Certificate Subject and Name field have an association with the authenticated Domain
Name submitted by the Subscriber. A Certificate issued for an electronic device includes the authenticated
name of the electronic device and/or name of the responsible individual or organization. An Administrative
Certificate issued to an individual contains the authenticated common name — a combination of first name,
surname, and optionally initials.
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3.1.3

3.1.4

3.1.5

3.1.6

3.1.6.1

The identifiers in a Certificate for Subscriber and Issuer have the meaning specified in Section 10. By
interpreting a Certificate in light of the relevant Certificate profile, a Relying Party can infer the following,
among other things, that:

A subjectAltName:dNSName field identifies the component by its fully qualified domain name(s). The
content of the dNSName field is readily understandable by humans.

A subject:commonName field lists the human Subscriber of the Certificate. The content of the
commonName field is readily understandable by humans. In the case of a human, it is the human’s legal
name, i.e. the name by which they are commonly known in business contexts.

A subjectAltName:rfc822name lists the Subscriber’s e-mail address, at which the Subscriber can
receive messages via SMTP.

Anonymity or Pseudonymity of Subscribers

No anonymous or pseudonymous Certificates are issued under this CPS.

Rules for Interpreting Various Name Forms

Rules for interpreting name forms are listed in the Certificate profiles of Sections 7 and 10. Further
information about domain names is found in RFC 1034 and RFC 1035.

Regarding Internationalized Domain Names, the CA will have no objection so long as the domain is
resolvable via DNS. It is the CA’s position that homomorphic spoofing should be dealt with by registrars,
and Web browsers should have sensible policies for when to display the punycode versions of names.

Uniqueness of Names

The Subject name listed in a Certificate is unambiguous and is unique for a Subscriber for all Certificates
issued by the CA and conforms to X.500 standards for name uniqueness. Uniqueness of names for DV-
SSL Certificates is based on the use of its Fully Qualified Domain Name. The uniqueness of a domain
name is guaranteed by Internet Corporation for Assigned Names and Numbers (ICANN).

Uniqueness of Subscriber’s name is based on the combination of the Subject: commonName and
SubjectAltName: rfc822Name. Since the email in the rfc822Name is unique, the combination is
guaranteed uniqueness.

Recognition, Authentication, and Role of Trademarks

Name Claim Dispute Resolution Procedure
The CA reserves the right to make all decisions regarding Subscriber names in Certificates. A party
requesting a Certificate will be required to demonstrate its right to use a particular name. The CA will
investigate and correct if necessary any name collisions brought to its attention. If appropriate, the CA will
coordinate with and defer to the appropriate naming authority.
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3.2

3.2.1

3.2.2

3.2.2.1

3.2.2.2

Initial Identity Validation

Method to Prove Possession of Private Key

Applicants are required to prove possession of the Private Key corresponding to the Public Key in a
Certificate request, which can be done by signing the request with the Private Key through either an
application (for an Administrative Certificate) or a pre-established exchange between the machine and the
ACME client (for a DV-SSL Certificate). The CA establishes that the Applicant is in possession of the
Private Key corresponding to the Public Key submitted with the application in accordance with an
appropriate secure protocol, such as that described in the IETF PKIX Certificate Management Protocol.

In the case where the Private Key for an Administrative Certificate is generated directly on a token, or in a
key generator that benignly transfers the key to a token, then the Applicant is deemed to be in possession of
the Private Key at the time of generation or transfer. If the Applicant is not in possession of the token when
the key is generated, then the token will be delivered immediately to the Applicant via a trustworthy and
accountable method (see Section 6.2).

Authentication of Domains and Administrative Certificates

The issuance of DV-SSL and Administrative Certificates will be based on 1&A performed by the CA or
RA. Process documentation for DV-SSL Certificates include: Record of the Certificate request in the
ACME client and Proof of control over the authenticated Domain Name. Process documentation for CA
Administrative Certificates includes documentation that is submitted to the CA for verification of
affiliation.

Acceptable Forms of Identification Documents for Applicants

For DV-SSL Certificates and for Administrative Certificates issued for devices, the CA provides a secure
means of validating the Applicant’s ownership of, or control over, the device and domain name for which a
Certificate is requested. The means of validating such ownership are consistent with the relevant CA/B
Forum Baseline Requirements. For domain ownership, the validation consists of an electronic evaluation of
the Applicant’s submitted information and completion of active challenges provided to the ACME client,
directed by the CA. Therefore the request submitted must contain the relevant information for this check
including;

e  Fully Qualified Domain Name;

e Domain URL.

For Administrative Certificates issued to individuals, the CA provides a secure means of validating the
identity of the Applicant; such means include satisfactory proof of identity and of organizational affiliation
with the CA. To validate this information, the Human Resources department of the CA will validate the
individual’s affiliation with the company by confirming the following:

e Name of Applicant;

e Title; and

¢  Documentation that provides confirmation of employment (tax forms, etc.).

Once this information is confirmed, the Human Resource department will document the approval through
an e-mail or paperwork that is scanned to file and distributed to the group,

Performance of Electronic Identification
For DV-SSL Certificates, the CA provides a secure means of validating the Applicant’s control over, the

device and domain name for which a Certificate is requested. The means of validating such ownership is
consistent with the relevant CA/B Forum Baseline Requirements.
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3.2.3

3.2.4

3.2.4.1

When an Applicant applies for a DV-SSL Certificate, identification will be performed on the basis of
demonstrating control of the Domain Name requested. There are several different challenges that the
ACME client may be asked to respond to during the process, e.g. the server might challenge the device or
Applicant to provision a record in the DNS under that Domain Name requested to be part of the Certificate
or to provision a file on a web server referenced by an A record under that Domain Name. When the
Applicant prompts the machine to submit this information, a response from the server will indicate whether
what the Applicant provided was successfully verified as proof of control over the authenticated Domain
Name or not. By providing the correct information to the response that is requested, the Applicant has
demonstrated control over the authenticated Domain Name and can proceed to Issuance, retrieval, and
installation of that DV-SSL Certificate.

Administrative CA Certificates require verification by a separate individual affiliated with the CA in a
position to verify affiliation of the Applicant (i.e., H.R. or another entity with access to corporate records).
When it is determined that an individual will require a CA Administrative Certificate, that individual will
fill out an application form and submit that physically or electronically VIA e-mail or attached form to an
e-mail and will be approved electronically by the CA affiliate that determines the individual is affiliated
and in a position that requires the Administrative Certificate.

The requirements for renewal and rekey of DV-SSL Certificates and Administrative Certificates shall be
the same as those above.

gTLD Domain Validation

Certificates containing a new gTLD under consideration by ICANN will not be issued. The CA Server will
periodically be updated with the latest version of the Public Suffix List and will consult the ICANN
domains section for every requested DNS identifier. CA server will not validate or issue for DNS
identifiers that do not have a Public Suffix in the ICANN domains section. The Public Suffix List is
updated when new gTLDs are added, and never includes new gTLDs before they are resolvable.

Non-Verified Subscriber Information
Non-verified Applicant information will not be included in the Certificate.

Validation of Authority

For DV-SSL Certificates, demonstration of control over the device and domain is conducted electronically
through the ACME client and shall consist of validation of the information presented as described above.

For Administrative Certificates issued to individuals, the information submitted by the Applicant shall
consist of at least the following items:

e  Full name; and

e Validation from the Human Resources department of the CA that confirms affiliation to the CA.

Verification of the Certificate Request
A DV-SSL Certificate request identifying an electronic device as the subject of a Certificate can only be
made by the machine that has previously been verified by the ACME client as being used by the Applicant
requesting the DV-SSL Certificate. To verify the authenticity of a DV-SSL Certificate request for a FQDN,
the Applicant responds to requests from the ACME client from servers to verify requested changed to their
domain as described in Section 3.2.2.2.

Administrative Certificate requests are verified by the elected affiliates of the CA that determine the
Applicant’s affiliation and role with the CA. The affiliate will check the records of the company to confirm
the trusted role duties of the Applicant and to confirm their affiliation and verify the validity of the
Administrative Certificate. This confirmation of the validity will be recorded digitally by the affiliate
through an e-mail or saved form confirming the verification by the affiliate.
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3.2.4.3

3.2.4.4

3.2.5

Verification against the Denied List
In accordance with the CA/B Forum Baseline Requirements, the CA maintains an internal database of all
previously revoked DV-SSL Certificates and previously rejected certificate requests due to suspected
phishing or other fraudulent usage or concerns. The CA uses this information to identify subsequent
suspicious certificate requests.

If a new request for a previously denied DV-SSL Certificate is made, the application is rejected
immediately by the CA, which notifies the ACME client of the rejection.

Verification against High Risk Certificate Requests
The CA develops, maintains, and implements documented procedures that identify and require additional
verification activity for High Risk Certificate Requests prior to the Certificate’s approval, as reasonably
necessary to ensure that such requests are properly verified by doing the following:

To prevent potential phishing, fraudulent use and to take further precautions against potential compromise,
The CA maintains a list of prior high risk requests and checks a third-party authority list specifying current
high risk Domain Names. This list is used by servers to identify potential risks. Should an application with
any potential risk posed to the CA or a Domain Name listed on the third-party authority list, it will be
flagged and brought to the attention of management to complete further internal verification. To prevent
high-risk Issuance of a DV-SSL Certificate this internal verification will require one or more the following
pieces of evidence:

e Request further documentation confirming control of the domain from the Applicant;

e  Careful examination of the FQDN to confirm whether the intent of the Domain Registrant or
Applicant is to imitate or mislead customers of an FQDN on the high risk third party authority list
in order to commit fraudulent or phishing activities (e.g. www.g00gle.com, www.1dentrust.com,
etc.) and specific filters that are established at the system level to deny initial applications (e.g.,
non-US ASCII characters);

e  Manual review of all information provided in the online application form; and/or

e  Other verifiable proof as deemed necessary by the CA management.

The “.mil’ TLD and its subdomains will always be considered high risk and under no circumstances will
the CA issue certificates for them.

Data Source Accuracy
Prior to using any data source as a Reliable Data Source, the CA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification. The CA considers the following during its evaluation:
1. The age of the information provided;
The frequency of updates to the information source;
The data provider and purpose of the data collection;
The public accessibility of the data availability; and
The relative difficulty in falsifying or altering the data.

Sk

Applicant information is verified by cross-checking it with trusted information in a database of user-
supplied information, from a third party vendor of such business information, or from the Organization’s
financial institution references. The CA will evaluate the data source’s accuracy and reliability. The CA
will not use a data source to verify Applicant information if the data source is deemed not reasonably
accurate or reliable as per requirements listed above.

Databases maintained by the CA, its owner, or its affiliated companies do not qualify as a Reliable Data
Source if the primary purpose of the database is to collect information for the purpose of fulfilling the
validation requirements under the CA/B Forum Baseline Requirements.

Criteria for Interoperation

The CP specifies that this CPS can opt for cross-certification with other PKIs. Criteria for cross-
certification includes review and approval of the Policy and its associated CPS by the PMA of the PKI for
which cross-certification is desired, and review and of the cross-certifying PKI’s CP and CPS by the CA’s
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3.3

3.3.1

3.3.2

3.3.3

3.3.4

3.4

PMA. This CP and CPS must comply with the requirements of the CP and CPS of the desired CA that this
CA wishes to cross-certify with prior to consideration. Upon approval by both PMAs, cross-certification
may be accomplished.

Authentication of Device Identity

A DV-SSL Certificate request identifying an electronic device as the subject of a Certificate may only be
made by a human sponsor working through the ACME client that demonstrates control of the device and
affiliation with the domain, as described in Section 3.2.2.1 above. The DV-SSL will be issued by the CA
once the application can be fully verified by the I&A process specified by this CPS. By following these
procedures of I&A, the CA seeks to reduce the likelihood that the information contained in the Certificate
Profile is misleading.

Identification and Authentication (I&A) for Renewal

As long as a Subscriber’s Certificate has not been revoked, the Subscriber, within three months prior to the
end of the Certificate’s Validity Period, can request issuance of a new DV-SSL Certificate with the same
Key Pair. Such a request must be made to the CA, and is made electronically via a digitally established
relationship between the CA server and ACME client on the machine and based on the Key Pair in the
original Certificate.

Identification and Authentication for Rekey Requests
Rekey is not available as per the ISRG CP.

Certificate Renewal

As long as an Subscriber’s Certificate has not expired, been revoked, or suspended (for Administrative
Certificates only), the Subscriber or the machine with the DV-SSL Certificate can request Issuance of a
new Certificate with the same Key Pair within three months prior to the end of the Certificate's Validity
Period and the CA will rely on the information on file that was initially verified. If any information has
changed in the Certificate (e.g. last name, any additional FQDNs listed under the SAN extension, etc.) the
identity must be re-established through the initial identity-proofing process specified for the required
Certificate in Section 3.2.

Certificate Update

For all update requests, identity must be re-established through the initial identity-proofing process
specified in Section 3.2 for the corresponding Certificate type.

I&A for Renewal After Revocation

Revoked or expired DV-SSL Certificates and Administrative Certificates cannot be renewed or updated.
Applicants without a valid DV-SSL or Administrative Certificate will be re-authenticated by the CA
through a new application according to the corresponding Certificate based on the I&A processes listed in
Section 3.2., the same as with an initial Applicant registration, and will be issued a new Certificate.

I&A for Revocation and Suspension Requests

Revocation requests authenticated on the basis of the Certificate’s associated Key Pair through the ACME
client for DV-SSL Certificates or by digital authentication of the Administrative Certificate are always
accepted as valid. Other Revocation or suspension request authentication mechanisms may be used as well,
including a request in writing through an e-mail posted on the ISRG website.. These authentication
mechanisms balance the need to prevent unauthorized Revocation or suspension requests against the need
to quickly revoke or suspend Certificates. These mechanisms are explained is Section 4.9.
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Suspension of a DV-SSL Certificate is not permitted as per the requirements listed in the CA/B Forum
Baseline Requirements Section 13.2.7. Therefore requests for suspension of a DV-SSL Certificate will not
be accepted and the requestor will receive instruction to revoke the DV-SSL Certificate.
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4.1.1
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Certificate Life Cycle Operational Requirements

Certificate Application

This CPS used the following procedures for satisfying the security requirements of this PKI. The following
steps are required when applying for a Certificate:
1. Establish identity of subject (per Section 3.2 for DV-SSL Certificates and Administrative
Certificates);
2. Obtain a Key Pair for each Certificate required;
3. Prove to the CA that the Public Key forms a functioning Key Pair with the Private Key held by the
Applicant; and

Prior to the issuance of a Certificate, the CA obtains the following documentation from the Applicant:
1. A certificate request, which may be electronic; and
2. An executed Subscriber or Terms of Use Agreement that is electronic.

The CA will obtain any additional documentation that it determines necessary to meet the requirements of
the CP and this CPS.

Prior to the issuance of a Certificate, the CA obtains from the Applicant a certificate request in a form
prescribed by the CA and that complies with the CP, this CPS, and the CA/B Forum Baseline
Requirements. One certificate request can suffice for multiple Certificates to be issued to the same
Applicant, subject to the aging and updating requirement in the CA/B Forum Baseline Requirements,
provided that each Certificate is supported by a valid, current certificate request signed by the appropriate
Applicant Representative on behalf of the Applicant. The certificate request is made, submitted and/or
signed electronically.

The certificate request is required to contain a request from, or on behalf of, the Applicant for the issuance
of a Certificate, and a certification by, or on behalf of, the Applicant that all of the information contained
therein is correct.

Application Initiation
A Certificate application may be submitted by:

DV SSL Certificates

The application process is initiated by an individual Applicant who:
e Can demonstrate control over the device; and
e Can demonstrate control over the domain.

Administrative Certificates
The application process is initiated by an Applicant who:
e s an employee of the CA who has been appointed as a CA Administrator; and
e Isverified as an affiliate of the CA by a separate affiliated individual (e.g. H.R. employee or other
appointed individual in the CA organization).

Information Collection
During the application phase of registration, Applicant information is collected in one of the following
ways based on the type of Certificate requested:
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4.1.2.2

DV-SSL Certificates:
e Individual Applicants who provide registration information via the ACME client process over a
server-authenticated SSL/TLS secured session hosted by the CA.

Administrative Certificates
e Anemployee of the CA who has been appointed as a CA Administrator or another relevant trusted
role requiring an Administrative Certificate by one of the CA’s management authorities.

All Applicants must provide the following information:

DV-SSL Certificates:
e Domain Name(s); and
e RSA PKCS#10 Certificate signing request (CSR).

Administrative Certificates

Applicant’s name;

Applicant’s email address;

Applicant’s job title;

Applicant’s phone Number; and

An Account Password (see below additional details).

For Administrative Certificates, an Account Password selected by the Applicant and consisting of at least 8
characters, which will be utilized for user authentication along with Activation Data provided in an out-of-
band method (for use during Certificate retrieval). As part of the online application process only, the
Applicant is required to create three questions and secret answers, which together serve as a mechanism to
reset the Account Password in case the Applicant forgets it before he or she is able to download the
Certificate. This process is activated by the Subscriber providing his or her Activation Code, which was
received initially in an e-mail when the account was first opened and by clicking on an Account Password
reset uniform resource locator (URL). A one-time-code and specified URL is sent to the email address on
file for the Applicant. After receiving the email, the Applicant must enter both the Activation Code and the
one-time-code at the specified URL in order to gain access to the three questions that were selected during
registration. The three questions were selected by the Applicant from a list of ten questions that were
randomly selected from a pool of password-reset questions. If the answers are correct, the Subscriber is
allowed to change the Account Password, which is immediately hashed and stored in the CA system for

further use.

Enrollment Process and Responsibilities

The CA has designed enrollment processes that facilitate the submission of registration information from
the Applicant to the CA. Options include but are not limited to: Direct submission over the ACME client to
the server for DV-SSL Certificates; and for Administrative Certificates include secure submission directly
to the CA via encrypted electronic delivery, or physical delivery of forms to the CA.

Applicant Education and Disclosure
At the time of application for a DV-SSL Certificate or Administrative Certificate, Applicants are advised of
the advantages and potential risks associated with using their respective Certificates and Subscribers are
provided with information regarding the use of Private Keys and Digital Signatures (with regard to an
Administrative Certificate). The CA uses two main mechanisms to educate and disclose the information:
The CA’s main website, which enable access to the CP and this CPS; and the Certificate Agreement that is
provided prior and during the enrollment process.

CA Secure Registration Messaging Protocol
An RA may enter into an agreement with the CA to host its own registration process and interface with the
CA or CMA’s Certificate manufacturing architecture via the CA’s secure registration messaging protocol
for the creation, delivery and management of Certificates. The RA will be contractually bound to adhere to
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4.2.1

4.2.2

the applicable provisions of the CP and this CPS and to provide registration services in strict accordance
with the practices set forth in Sections 3 and 4.

Certificate Application Processing

An Applicant for a DV-SSL Certificate or Administrative Certificate completes a Certificate application
and provides requested information in a form prescribed by this CPS and corresponding CP.

Information in the Certificate application is verified as accurate before Certificates are issued as specified
in Section 3.2.

Performing Identification and Authentication (I&A) Functions

For DV-SSL Certificates and for Administrative Certificates issued for devices, the CA validates the
Applicant’s and machine’s control over the device and domain name for which a Certificate is requested,
using processes that are consistent with the relevant CA/B Forum Baseline Requirements. For domain
ownership, the validation consists of comparison of the Applicant’s submitted information through the
ACME client with the information the CA server is able to verify.

The 1&A information for an Applicant or current Subscriber is collected electronically (or manually when
requested) and processed electronically through server responses or examined by the RAs operating for the
CA identified in Section 1.3.3. Such information is verified according to the I&A processes described in
Section 3.2 and 3.3.

The CA checks for relevant CAA records prior to issuing certificates. The CA acts in accordance with
CAA records if present. The CA’s CAA identifying domain is ‘letsencrypt.org’.

Approval or Rejection of Certificate Applications

The CA approves an Applicant’s Certificate application or request from the ACME client for a DV-SSL
Certificate if the I&A processes described in Section 3.2 and 3.3 are completed successfully.

Certificate applications will be approved or rejected within 30 days of application receipt by the CA, or
such other period that is compliant with the CA/B Forum Baseline Requirements.

The CA terminates an Applicant registration process if:

e The Applicant’s identity (for Administrative Certificate) or demonstrated control of the domain as
per the challenge presented to the ACME client, by the CA server (for DV-SSL Certificates)
cannot be established in accordance with identity proofing requirements;

e Not all forms necessary to establish I&A for Administrative Certificates are submitted on a timely
basis;

e For DV-SSL Certificates, the Applicant is unable to establish or provide verifiable evidence to that
they are authorized to request the Certificate for the FQDN from the Domain Administrator in a
form prescribed by the CA/B Forum; and/or

e The CA is unable to verify or process the Applicant’s payment information (where payment
information is required).

Upon application rejection, the CA provides information to the Certificate Applicant:

e Indicating a failure of identity proofing process; and
e Informing the Applicant of the process necessary to resume processing of the application.

Upon application rejection, the CA records applicable transaction data including the following:

Page 36 of 115



4.2.3

4.3
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e Applicant’s name as it appears in the Applicant’s request for a Certificate;

e  Method of application (e.g., online, in-person) for each data element accepted for proofing,
including electronic forms;

e Name of document presented for identity proofing including the name of its issuing authority, the

date of issuance, and the date of expiration (not required for DV-SSL Certificates);

All fields verified;

Source of verification (i.e., which databases used for cross-checks);

Method of verification (e.g., online, in-person);

Date/time of verification,;

Names of entities providing identification services, including contractors, subcontractors, if any;

Fields that failed verification;

Status of current registration process (suspended or ended);

All identity proofing data;

All associated error messages and codes; and

Date/time of process completion;

For DV-SSL Certificate requests in addition to the majority of the list above (noted when not applicable),
the rejection transaction record will include:

The FQDN(s) requested;

Whether or not the IP address was valid;

Whether or not the ccTLD was accurate, if Country is included in the Subject; and
Whether or not the Domain Name was on the denied or high risk request lists.

Time To Process Certificate Applications
No stipulation.

Certificate Issuance

After all application and approval processes identified in the CP and this CPS are completed, the CA will:
o  Issue the requested DV-SSL Certificate;
e Notify the Applicant of the DV-SSL Certificate’s issuance; and
e  Make the DV-SSL Certificate available to the Applicant for Acceptance.

The procedures for notifying the Applicant of the DV-SSL Certificate’s issuance, and the procedure used to
deliver or make the Certificate available to the Applicant is secure and confidential, and complies with the
applicable portions of the CA/B Forum Baseline Requirements.

CA Actions during Certificate Issuance

Issuance of a Certificate occurs once an application for that Certificate has been approved by an RA for
Administrative Certificates or an authorization from the CA server for a DV-SSL Certificate.

For an Administrative Certificate, the CA electronically delivers the unique Activation Code, along with
instructions, through an out-of-band process to the Applicant, and the Applicant initiates a web-based
retrieval process. Once the Certificate is retrieved successfully, the Applicant becomes a Subscriber. The
terms are combined below as the Issuance process is described in more detail.

For each Certificate Issuance to an Applicant/Subscriber for an Administrative Certificate, the following
occurs during the same server-authenticated SSL/TLS session:

1. The Applicant/Subscriber initiates the Certificate retrieval by accessing via a browser a URL
(Retrieval URL) provided within their retrieval kit. In the resulting web session, the CA or RA system
authenticates itself to the Subscriber and encrypts all communication utilizing a server-authenticated
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SSL/TLS encrypted channel verifiable by a Certificate issued by a distinct Certificate Authority
natively trusted in browsers through its Cross-Certified Entity relationship.

2. The Applicant/Subscriber authenticates himself or herself to the web server used in the retrieval
process by supplying the Activation Code delivered within the retrieval kit together with the Account
Password selected by the Applicant/ Subscriber during application process described in Section 4.1.
This two-factor authentication is required for all Certificate retrievals by an Applicant/Subscriber from
the CA.

3. Upon authentication of the Applicant/Subscriber to the Retrieval URI and verification of ‘approved’
status of the Applicant/Subscriber’s Certificate application, the system initiates Key generation for
Signing Keys (invoked locally on the Applicant/Subscriber's machine using an ActiveX control and
MS CAPI, Browser Add-on, or equivalent). The resulting public Signing Key is encapsulated in a
Certificate request in the form prescribed by RSA PKCS#10.

4. The PKCS#10 Certificate request for the Signing Certificate is submitted to the CA for Certificate
generation. The information in the Subscriber database previously verified during the identity proofing
process, as approved for Certificate Issuance, overrides the Subject DN information submitted in the
PKCS#10. However, the binding between the Public Key within the PKCS#10 Certificate request and
the Private Key is maintained—the signature on the PKCS#10 Certificate request is verified by the
CA to ensure that it was signed with the corresponding Private Key prior to building the Certificate.

5. Encryption Key Pair and Encryption Certificate generation occur using the same verified information
contained in the Subscriber database. The Encryption Key and Certificate are generated by the CA
system and they are downloaded to the Cryptomodule using an RSA PKCS#12 format protected by a
strong password. This process happens in the background and it is transparent to the
Applicant/Subscriber using the same ActiveX control and MS CAPI, Browser Add-on, or equivalent
mentioned in step 3 above.

6. The CA delivers the Applicant/Subscriber’s Certificates to the Certificate store (in either a browser or
a hardware Cryptomodule for Administrative Certificates) using a format adhering to RSA PKCS #7
for the Signing Certificate and PKCS #12 for the Encryption Key Pair and Certificate.

7. 1In addition, the CA delivers the Root CA Certificate and the Certificate in RSA PKCS #7 format with
instructions to download them into the Subscriber’s Certificate store. On supported platforms, the
installation of both the Root and Certificates are automated via a web interface.

8. Installation of the Subscriber’s Signing Certificate and Root CA Certificate is confirmed by initiating a
client-authenticated SSL/TLS session between the CA’s Retrieval URL, and the Subscriber’s client
platform. The now Subscriber is instructed to select his or her Signing Certificate for authentication.
The process of mutual authentication ensures that the Certificate has been installed successfully and
that cryptographic integrity exists between the Subscriber’s Signing, the Intermediate and the Root CA
Certificates.

9. Upon successful installation of the Subscriber’s Certificates, both Signing and Encryption Certificates
will be published in the CA’s Repository.

For each Certificate Issuance to an Applicant/Subscriber of a DV-SSL Certificate, the following occurs
during a server-authenticated SSL/TLS session while operating within the ACME client:

1. The Applicant/Subscriber initiates the Certificate retrieval by triggering request and retrieval
process through the ACME client which has previously established an exchange of authorization
tokens. . In the resulting web session, the CA server authenticates itself to the Subscriber, and vice
versa, with the authorization tokens. The communication is encrypted utilizing a server-
authenticated SSL/TLS encrypted channel verifiable by a Certificate issued by a trusted authority..
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2. The Applicant/Subscriber authenticates himself or herself to the CA server through the ACME
client used in the retrieval process. The ACME client communicates with the CA to receive a
series of challenges to determine authenticity of the DV-SSL Certificate request for the specified
domains as described in section 4.1. Upon successfully completing the challenges, the DV-SSL
Certificate is authorized by the CA server, retrieved, and installed by the Subscriber’s system. For
additional exchanges, the CA server utilizes an authorization token which will be used to identify
the ACME client to the CA server. This two-factor authentication is required for all Certificate
retrievals by an Applicant/Subscriber from the CA.

(Note that the Applicant generates the Key Pair for the Device and submits the PKCS#10 Certificate
request). The automated process will also verify the Public Key of a Device that is requested has less than
2048 bit encryption and if it uses a known weak Private Key. If either or both are automatically detected in
the secure session, the Applicant will be required to correct the determined issue before the DV-SSL
Certificate can be issued.

The Certificate Issuance process described in this Section will ensure that this CPS is in compliance with
the CP.

e The CA has verified the source of the Certificate request;

e The CA has confirmed the authenticity and authority of the source of information contained within
the Subscriber’s Certificates;

e The CA has built and signed the Subscriber’s Certificates in a secure manner.

e The CA has delivered the Subscriber’s Certificates, the necessary subordinate and Root CA
Certificates to the Subscriber; and

e The CA has published the Subscriber's Certificates to the CA’s Repository.

Upon Issuance of a DV-SSL Certificate or Administrative Certificate, the CA warrants to all Program
Participants that:

e Upon receiving a request for a Certificate, the CA has managed the Certificate in accordance with
the requirements of the CP;
The CA has complied with all requirements in the CP when identifying the Subscriber and issuing
the Certificate;
There are no misrepresentations of fact in the Certificate known to the CA and the CA has verified
the information in the Certificate in accordance with Section 3.2;
e Information provided by the Subscriber for inclusion in the Certificate has been accurately
transcribed to the Certificate; and
The Certificate meets the material requirements of the CP.

For DV-SSL Certificates, the Issuance of a Certificate also verifies:
e  The Subscriber has the right to use the Domain Name(s) at the time of application and 1&A;
e The Subscriber was authorized to obtain that Certificate from the Domain Name Administrator at
the time of application and I1&A;
The information included on the Certificate is accurate at the time of application and I1&A;
The information included on the Certificate is not misleading ;
The Subscriber has signed and is bound by the Certificate Agreement;
The CA will maintain a publicly accessible Repository for verification of the status of the DV-SSL
Certificate; and
The CA will revoke the DV-SSL Certificate for any of the reasons listed in Section 4.9.

These warranties are articulated in the Certificate Agreement provided to the Applicant/Subscriber during
the registration process.

Alternative methods for Issuance of Certificates are not implemented at this time.
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4.4.1

4.4.2

4.4.3

Prior to the issuance of a Certificate, The CA obtains, for the express benefit of the CA and the Certificate
Beneficiaries, either:

1. The Applicant’s agreement to the Subscriber Agreement with the CA, or
2. The Applicant’s agreement to the Terms of Use agreement.

The CA implements a process to ensure that each Subscriber or Terms of Use Agreement is legally
enforceable against the Applicant. In either case, the Agreement must apply to the Certificate to be issued
pursuant to the certificate request. The CA may use an electronic or "click-through" Agreement provided
that the CA has determined that such agreements are legally enforceable. A separate Agreement is used for
each certificate request, or a single Agreement may be used to cover multiple future certificate requests and
the resulting Certificates, so long as each Certificate that The CA issues to the Applicant is clearly covered
by that Subscriber or Terms of Use Agreement.

Notification to Applicant of Certificate Issuance

Upon successful completion of the Applicant I&A process explained in Section 3.2.2, and prior to
Certificate Issuance explained in Section 4.3.1, the CA notifies the Applicant about the approval of the
Certificate.

For Administrative Certificates, notifications are sent to the Applicant’s e-mail address containing enough
information to guide the Applicant through the Issuance process. Information may include a Uniform
Resource Locator (URL), an Activation Code (i.e., a mutually shared secret) and basic instructions.
Alternatively, the Activation Code may be delivered to a verified phone or cellular phone number that is
associated with the Applicant while the retrieval URL is delivered in-band via email.

For DV-SSL Certificates, notification is exchanged between the ACME client installed on the Applicant’s
machine and the CA server. Notification of Certificate Issuance to others are effectuated by publication of
the DV-SSL Certificate in a recognized Repository.

Certificate Acceptance

At the time of application for a Certificate, the CA or RA requires the Applicant to sign the Certificate
Agreement. The Certificate Agreement calls for the Applicant to perform his or her responsibilities under
Section 9.5.14 of the CP and this CPS in applying for, receiving, and using the Certificate. The Applicant is
also required to request Revocation when appropriate. At this point, the Applicant is a Subscriber, and is so
designated in the following sections.

Conduct Constituting Certificate Acceptance

The following conduct constitutes certificate acceptance:
e Downloading a Certificate or installing a Certificate from a message attaching it; or
e Failure of the Subscriber to object to the Certificate or its content.

By Accepting a DV-SSL Certificate or Administrative Certificate, the Applicant/Subscriber warrants that
all of the information provided by it and included in the Certificate, and all representations made by the
Applicant as part of the application and I&A process, are true and not misleading.

Publication of the Certificate by the Authorized CA

Pursuant to Section 2.2.1, Certificates are published in the Repository upon Issuance by the CA and CSA.
The Repository is publicly available.

Notification of Certificate Issuance by the Authorized CA to Other Entities
No stipulation.
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4.5

4.5.1

4.5.2

Key Pair and Certificate Usage

DV-SSL Certificates and Administrative Certificates may not be used for purposes counter to the principles
and applications outlined in the CP and this CPS.

Subscriber Private Key and Certificate Usage

Through a combination of online processes, including registration and retrieval; and printed or online
forms, including the Certificate Agreement, each Applicant for a DV-SSL Certificate and Administrative
Certificate:

e Provides complete and accurate responses to all requests for information made by the CA (or RA)
during the Applicant/Subscriber registration, Certificate application, and I&A processes;

e  Generates a Key Pair using a reasonably trustworthy system, and take reasonable precautions to
prevent any compromise, modification, loss, disclosure, or unauthorized use of the Private Key;

e Upon Issuance of a Certificate naming the Applicant/Subscriber as the holder of the Certificate,
reviews the Certificate to ensure that all information included in it is accurate, and to accept or
reject the Certificate per conduct listed in Section 5.4.1;

e Promises to protect a Private Keys at all times, in accordance with the applicable Certificate
Agreement, this CPS, the CP and any other obligations that the Subscriber may otherwise have;

e  Uses the Certificate and the corresponding Private Key exclusively for purposes authorized by the
CP and only in a manner consistent with the CP;

e Instructs the CA (or an RA) to revoke or request a Revocation of the Certificate promptly upon
any actual or suspected loss, disclosure, or other compromise of the Private Key, or, in the case of
an Administrative Certificate, whenever the employee is no longer affiliated with the CA; and

e Responds as required to notices issued by the CA.

Subscribers who receive Certificates from the CA assert that they will comply with these requirements as
well as those in the CP by either signing the Certificate Agreement online or in paper copy; or, by
undergoing a full registration process prior to receiving the Certificate. Additional information concerning
the rights and obligations of Subscribers may be found in Sections 9.5 of this CPS.

Key usage is discussed below in Section 6.1.4.

Subscribers are instructed to protect their private keys from unauthorized use. Parties other than the
Subscriber will not archive the Subscriber Private Key as set forth in Section 4.12.

Relying Party Public Key and Certificate Usage

Relying Parties must evaluate the environment and the associated threats and vulnerabilities and determine
the level of risk they are willing to accept based on the sensitivity or significance of the information. This
evaluation is done by each Relying Party for each application and is not controlled by the CP or this CPS.
Relying Parties who rely on stale CRLs do so at their own risk. See Section 4.9.

Parties who rely upon the Certificates issued under the CP or this CPS should preserve original signed data,
the applications necessary to read and process that data, and the cryptographic applications needed to verify
the Digital Signatures on that data for as long as it may be necessary to verify the signature on that data.

Assuming that the use of the Certificate is appropriate, Relying Parties use software that is compliant with
X.509 and applicable IET PKIX standards. Such operations include identifying a Certificate Chain and
verifying the digital signatures on all Certificates in the Certificate Chain. The CA and CSA specify the
mechanism(s) used to determine the validity of a Certificate (e.g., CRL or OCSP), and acquire, process,
and use this information in accordance with their obligations as Relying Parties.
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4.6

4.6.1

4.6.2

4.6.3

4.6.4

Certificate Renewal

This process will consist of issuing a new Certificate with a new validity period and serial number while
retaining all other information in the original Certificate, including the Public Key.. A Certificate may be
renewed if the Key Pair has not reached the end of its validity, the Private Key has not been compromised,
the Certificate information and attributes are correct. The old Certificate need not be revoked, but will not
be further renewed.

After Certificate renewal, the old Certificate is not revoked but the CA may or may not revoke it.

Circumstance for Certificate Renewal

A Certificate may be renewed if the Key Pair has not reached the end of its validity, the Private Key has not
been compromised, and the Certificate information and attributes are correct. Thus, the CA may choose to
implement a three-year re-key period with an initial issue and two annual renewals before Renewal is
required. The old Certificate need not be revoked, but must not be further renewed or updated.

Who May Request Renewal

Only the Subscriber can request a new Certificate with the same Key Pair. For DV-SSL Certificates, this is
done electronically or by other means in which the Subscriber’s identity, ownership or control over the
domain, and ownership or control over the device can be verified. For Administrative Certificates, this is
done electronically or by other means in which the Subscriber’s identity and affiliation with the CA is
verified.

CSAs are operated within the CA facilities and are managed by the CA Administrator who requests that the
OCSP Responder Certificate is renewed.

Processing Certificate Renewal Requests

Prior to the expiration date, the CS’s or the RA’s system will notify via email when 20% of the certificate’s
lifetime remains if a contact email address was provided.

In the Certificate management online interface or the ACME client the Subscriber:

e  Checks to ensure that no information in the Certificate has changed;

e Reviews and accepts the terms of the Certificate Agreement
For DV-SSL Certificates, the Subscriber will follow the same steps to check the content for the DV-SSL
Certificate is still accurate and valid. If the Subscriber indicates that any of the contents of the DV-SSL
Certificate have changed during the Renewal (e.g. the FQDN(s) or other information included in the
Certificate Profile), the CA will request verification information in accordance with the verification
processes set forth in Section 3.2 before the Renewal process can be completed.

The CA will authenticate the Subscriber by using the identity proofing processes required for the
corresponding Certificate in accordance with Section 3.2. Once the Subscriber is authenticated, the CA will
then follow the Certificate Issuance process described in Section 4.3.

For CSAs, prior to expiration of each OCSP Responder Certificate, the OCSP Responder signing Key is re-
signed during a Certificate renewal ceremony performed in the Secure Room under 2-person control where
the ceremony is scripted, witnessed and video-recorded.

Notification of New Certificate Issuance to Subscribers
For notification sent to Subscribers, see Section 4.3.2.
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The CA Administrator is present and needs no notice of OCSP Responder Certificate Issuance.

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate
For conduct accepted by Subscribers, see Section 4.4.1.

The CA Administrator accepts the OCSP Responder Certificate by allowing it to be published in the
Repository and installing the newly issued Certificate to the OCSP Responder to be sent out with the
responses.

4.6.6 Publication of the Renewal Certificate by the Authorized CA

For publication of the renewed Certificates for Subscribers, see Section 4.4.2.

The OCSP Responder Certificate is published in the Repository.

4.6.7 Notification of Certificate Issuance by the Authorized CA to Other Entities

For relevance to Subscribers, see Section 4.4.3.

For the OCSP Responder Certificate, o other entities are notified of Certificate Issuance by the CA.

4.7 Certificate Re-key

Re-keying a Certificate consists of creating a new Certificate with a different Public Key (and serial
number) while retaining the remaining content of the old Certificate that describes the subject and assigning
a new validity period to such Certificate. The new Certificate may be assigned different Key identifiers,
specify a different CRL distribution point, and/or be signed with a different Key.

Re-key is not performed under this program.

4.7.1 Circumstances for Certificate Rekey
Re-key is not performed under this program.

4.7.2 Who May Request Certificate of a New Public Key
Re-key is not performed under this program.

4.7.3 Processing Certificate Rekey Requests
Re-key is not performed under this program.

4.7.4 Notification of New Certificate Issuance to Subscriber
Re-key is not performed under this program.

4.7.5 Conduct Constituting Acceptance of a Rekeyed Certificate

Re-key is not performed under this program.

4.7.6 Publication of the Rekeyed Certificate by the Authorized CA

Re-key is not performed under this program.

4.7.7 Notification of Certificate Issuance by the Authorized CA to Other Entities

Re-key is not performed under this program
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4.8

4.8.1

4.8.2

4.8.3

Modification

Certificate modification consists of creating new Certificates with subject information that may differ from
the old Certificate.

Replacement, is a form of modification available for all Certificate types with the exception of DV-SSL
Certificates. For this type of modification all original information is kept and the new Certificate has a new
associated Key but retains the same expiration date.

When other information in the Certificate’s subject field changes (e.g., last name, CA affiliation),
Certificate modification is not used. Instead, a new application for a Certificate is required.

Root CA Certificate and Subordinate CA Certificate modification consists of creating a new Certificate
where information can be changed including different fields such as subject, Certificate policies, CRL
distribution point and authority information access. The associated Public Key and original expiration date
are maintained.

Circumstances for Certificate Modification

The CA allows the modification of only valid Certificates (i.e., Certificate is neither revoked nor expired).
The new Certificate, with a new Key Pair, is issued with the same expiration date as the original Certificate.

In the case of Certificate replacement the CA allows the replacement of Certificates when the Subscriber’s
Private Key has not been compromised and there are no changes to the Certificate. Note that in the case
where a non-escrowed Private Key is lost or damaged, the Certificate cannot be replaced or recovered and
the identity of the Subscriber must be established through the initial registration process described in
Section 3.2.

A Root and Subordinate CAs Certificates may be modified if approved in writing by the PMA.

Who May Request Certificate Modification

Subscribers of Administrative Certificates with valid Certificates are entitled to request email modification
and replacements. See Section 3.2.3 (Identification and Authentication) and Section 4.1.1 (Who can submit
a Certificate application) for specific details.

The CA may request a modification of its own Root and Subordinate CA Certificates.

Processing Certificate Modification Requests

Upon receiving an authenticated request to replace a damaged or lost Certificate from a Subscriber for an
Administrative Certificate, the CA replaces the Certificate and records the following Certificate
replacement transaction data:

(a) Certificate serial number;

(b) Certificate common name;

(c) Subject Alternative name;

(d) Certificate policy OID;

(e) Date/time of completion of replacement process; and
(f) All associated replacement data.

Modification of a Root Certificate or Subordinate CA Certificate requires that a request is provided in
written to the PMA, to address interoperability concerns. Proposals to modify CA Certificates are
processed as follows:
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A survey of the applications deployed in the PKI and an analysis of whether the proposed modification
creates interoperability concerns are performed. Any concerns raised by any PMA member or other
designated relevant third party should be addressed by the group managing the CA equipment. When there
are no remaining concerns, the Root or Subordinate CA Certificate with the requested modifications is
issued. The old CA Certificate will not be revoked unless all issues related to the transition from the old CA
Certificate to the new CA Certificate have been resolved.

4.8.4 Notification of New Certificate Issuance to Subscriber
See Section 4.3.2.

4.8.5 Conduct Constituting Acceptance of a Modified Certificate
See Section 4.4.1.

4.8.6 Publication of the Modified Certificate by the Authorized CA
See Section 4.4.2.

4.8.7 Notification of Certificate Issuance by the Authorized CA to Other Entities
See Section 4.4.3.

4.9 Certificate Revocation and Suspension

4.9.1 Circumstances for Revocation

4.9.1.1 Permissive Revocation
A Subscriber can request revocation of his, her or its Certificate at any time for any reason (i.e., the
Subscriber requests in writing that the CA revoke the Certificate). The CA may request revocation of an
Administrative Certificate for an individual at any time for any reason. The CA may revoke a Certificate
for any reason, including without limitation the failure of the Subscriber to meet its obligations under the
CP, this CPS, or any other agreement, regulation, or law applicable to the Certificate that may be in force,
including violating the provisions of the CA/B Forum Baseline Requirements. This includes revoking a
Certificate when the CA suspects that a compromise of the corresponding Private Key has occurred.

The CA maintains a continuous 24x7 ability to accept and respond to revocation requests and related
inquiries.

4.9.1.2 Required Revocation
A Subscriber will promptly request revocation of a Certificate whenever:
1. Any of the information in the Certificate changes or becomes obsolete;
2. The Subscriber notifies the CA that the original certificate request was not authorized and does not
retroactively grant authorization;
3. The Private Key, or the media holding the Private Key, associated with the Certificate is known or
suspected of being compromised.

The CA will revoke a Certificate whenever:

1. The Subscriber has failed to meet its material obligations under the CP, any applicable CPS, or any
other agreement, regulation, or law that may be in force that is applicable to the Certificate, including
applicable provisions of the CA/B Forum Baseline Requirements;

2. The CA obtains evidence that the Subscriber’s Private Key corresponding to the Public Key in the
Certificate suffered a Key Compromise or no longer complies with the requirements of Appendix A in
the CA/B Forum Baseline Requirements;
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4.9.2

4.9.3

3. The CA is made aware that a Subscriber has violated one or more of its material obligations under the
Subscriber or Terms of Use Agreement;

4. The CA is made aware of any circumstance indicating that use of a FQDN or IP address in the

Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a Domain Name

Registrant’s right to use the Domain Name, a relevant licensing or services agreement between the

Domain Name Registrant and the Applicant has terminated, or the Domain Name Registrant has failed

to renew the Domain Name);

The CA is made aware of a material change in the information contained in the Certificate;

The CA determines that any of the information appearing in the Certificate is inaccurate or misleading;

7. The CA ceases operations for any reason and has not made arrangements for another CA to provide
revocation support for the Certificate;

8. The CA’s right to issue Certificates under the CA/B Forum Baseline Requirements expires or is
revoked or terminated, unless the CA has made arrangements to continue maintaining the OCSP
Repository;

9. The CA is made aware of a possible compromise of the Private Key of the Subordinate CA used for
issuing the Certificate;

10. Revocation is required by the CP, and/or the corresponding CPS;

11. The technical content or format of the Certificate presents an unacceptable risk to Application
Software Suppliers or Relying Parties as determined by the CA or the CA/B Forum;

12. The CA determines that the Certificate was not properly issued in accordance with the CP and/or any
applicable CPS; or

13. Knowledge or reasonable suspicion of misuse is obtained.

ARG

Who Can Request Revocation

The only persons permitted to request Revocation of a Certificate issued pursuant to the CP and this CPS
are the Subscribers, the CA, or the RA.

In addition, an individual who is not the Subscriber may request revocation of a DV-SSL Certificate if the
individual can demonstrate ownership or control over the device, and ownership or control over the
domain. Likewise, an individual who is not the Subscriber can request revocation of an Administrative
Certificate if the individual can demonstrate affiliation with the CA in a position of authority or
responsibility for either the individual or the use of the Administrative Certificate.

The CA provide Subscribers, Relying Parties, Application Software Suppliers, and other third parties with
clear instructions for reporting suspected Private Key Compromise, Certificate misuse, or other types of
fraud, compromise, misuse, inappropriate conduct, or any other matter related to Certificates. The CA
publicly discloses the instructions online at the ISRG website https://letsencrypt.org/.

Procedure for Revocation Request

DV-SSL Certificates can by revoked by requesting Revocation using an ACME client. Revocation requests
via ACME must be signed be either the Private Key associated with the Certificate to be revoked, or the
Subscriber’s ACME account key.

If a Subscriber does not have access to the Private Key associated with the Certificate to be revoked or the
relevant AMCE account key, the Subscriber may re-authenticate (successfully respond to challenges) for
the domain and then request revocation using the new ACME account key associated with the domain to be
revoked.

DV-SSL Certificates can also be revoked after a conclusive investigation of a Certificate, conducted in
accordance with section 4.9.13, that is initiated by a report received via email. Instructions for filing such a
report can be found in section 4.9.13.

The CA or RA, when the request is submitted via email, will document the reason for the request and
archive this documentation.
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4.9.4

4.9.5

4.9.6

4.9.7

If the Cryptomodule cannot be obtained from a Subscriber for an Administrative Certificate, then the
Certificate(s) will be immediately revoked, expressing the reason code as “Key compromise.” Promptly
following Revocation, the CA updates the Certificate status in the Repository and updates the CRL.
Alternatively, the CA may opt for not collecting any Cryptomodule due to logistical difficulties (e.g.,
Subscriber is terminated under unfriendly conditions, Subscriber is in a remote location, etc.) and instead
always request Revocation of the Certificates as if the Cryptomodule was not obtained from the Subscriber.
In these cases, the Revocation request will always result in a “Key compromise” code.

Revocation of CA, CSA Certificate

The CA will revoke a CA or CSA Certificate it has issued if the Private Key corresponding to the Public
Key in the Certificate has been or is